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Overview

— DNS News

— GlobalNames Zone

— DNS Server improvements

— DNS Client and DNS Server IPv6 Support

— DNS Server DNSSEC Support

— Read Only Domain Controller

— Link Local Multicast Name Resolution (LLMNR, mDNS)
— Peer Name Resolution Protocol (PNRP)

www.menandmice.com



%

|MEN&MICE|

DNS Server - GlobalNames Zone

— The GlobalNames Zone

- A new function to resolve single label hostnames
— Similar function like WINS or NetBIOS over TCP/IP (NetBT)

— WINS and NetBT are now in the ,legacy mode" state in
Windows 2008

- The GlobalNames Zone should replace WINS and NetBT for
resolving single label names

— For static, global Names like Server and central Services
— Not for workstations and laptops

— This new function allows the usage of short, single label
names for central services without the need to maintain a
global DNS Searchlist
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DNS Server — GlobalNames Zone (GNZ) - Example

— The AD Zone ,ad.firma.example® contains the Address Records (A und
AAAA)

- The entry for ,fileserver.ad.firma.example.”

E. server Manager =10 %]
B EEIEEEN IEEREE

i S RUELER S R SV IPR Nl ad firma.example 13 record(s) ot L
= ;} Roles

re
29 Active Directory Domain e Type Data Timestamp ad.firma.example
!\ DHCP Server ;I _msdcs More Actions »
Bl g DMNS Server :l _sites
= 2 DNS O o
= 3 WIN-2008-1 [ _udp

Global Logs || DomainDnsZones
El [ Forward Loc | FarestDnsZones

; _msdcs, g (same as parent folder) Start of Authority (SOA) [58], win-2008-1.ad.firma.e... static

; g (same as parent folder) Mame Server (MNS) win-2008-1.ad.firma.example. static

|2 Global: | | ] (same as parent folder) Hast (&) 192,168.1.215 static

::I Reverse Lo g (same as parent folder) IPv& Host (AAAA) fd00:0000:0000:0000:0000... static

[ Conditional | | | & fleserver Host (A) 182.168.1.100 static
Features £ win-2008-1 Host (A) 192.168,1.215 30.09,2007 14:00:00
Diagnostics | & win-2008-1 IPvE Host (AAAA) fd00:0000:0000:0000:0000...  30.09.2007 14:00:00

Configuration

Storage -
| 3

Y
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- The ,GlobalNames” Zone contains the Aliasnames

- The names ,fs" and ,server" for
»fileserver.ad.firma.example."

E___ Server Manager

File Action View Help

DNS Server — GlobalNames Zone (GNZ) - Example

&= 7mIXEc=HE 86

i Server Manager (WIN-2008-1) | Ba B TR e RO oo e )

&1 Global Logs
=1 [ Forward Loc

2] _msdcs,
|2 ad.firme
;| GlobalM;
| Reverse Loc
7] Conditional |
Features
Diagnostics
Configuration b
Storage il

Y

[

Actions
= iﬁ- Roles
2! Active Directory Domain L= Type Data Timestamp GlobalNames
| DHCP Server g (same as parent folder) Start of Authority (SOA) [1], win-2008-1.ad.firma.ex... static Mare Actions
El &, DNS Server g (same as parent folder) Mame Server (N3) win-2008-1.ad. firma.example.  static
= g,ﬂ DNS Hfs Alias (CMAME) fileserver.ad. firma.example
=] i WIN-2008-1 = server Alias (CMAME) fileserver.ad. firma. example
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DNS Server - GlobalNames Zone (GNZ) - Example

— Nameresolution for short names ,fs“ and ,server” does now
resolve into the real IP Address and also the full name

[c+.| Addministrator: Command Prompt - nslookup

CzxUzers~Administrator>ns lookop
Default Server: localho=st
Address: ::1

* zepuep
localhost
b

fileserver.ad.firma.example
192 .168.1.16806
zserver.ad.firma.example

localhost

b |

fileserver.ad.firma.examnple
192 .168.1.16806
fz.ad.firma.example
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DNS Server — GlobalNames Zone (GNZ)

— The GNZ function must be enabled using ,dnscmd*

dnscmd <servername> /config /enableglobalnamessupport 1

— Anormal ,ForwardZone" using the “special” name
,GlobalNames" must be created

- Ideally the GlobalNames Zone will only contain CNAME Alias
pointer to the real DNS entries in other zones

— The DNS Server then synthesizes a CNAME record in the
target zone. The “"GlobalNames” Zone is not seen in the
answer. This can be irritating while troubleshooting from the

outside.
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DNS Server — GlobalNames Zone (GNZ)

— Where is the GNZ useful?

— For companies that like to switch from a mixed DNS/WINS
Environment to a pure DNS name resolution

- mixed DNS/WINS environments are hard and costly to
maintain, troubleshooting in such mixed environments is
hard or even impossible

— For networks with mixed IPv4 and IPv6 Environments
— WINS and NetBT does not work under IPv6

— For networks that would like to use , short" Device-Names
also in heterogeneous environments

— Contrary to WINS and NetBT, the ,GlobalZone" is a pure
DNS solutions and works without additional software on
the all Operating Systems, like on Unix and MacOS X.
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Complete IPv6 Support in the GUI and CLI

— Both the DNS Server MMC Snap-In and the ,dnscmd.exe”
command-line tool support now IPv6 Addresses

— All functions that need an IP Address can now receive an
IPv4 or IPv6 address

i Reverse Lookup Zone Hame E. server Manager
; A reverse lookup zone translates IP addresses into DNS names, Fle Acton View Hep
[ @ |7EdE [HEEEE

B Server Manager (WIN-2008-1) L~ 3 zone(s) l:
y B B Roles e e == ————————————————— nlin Zones +
Choose whether you want to create a revers] Tt =R [ra 11 gmva Directary Damain Servict E:;:u‘u.n‘u‘n.u‘n.u‘u.n‘u‘n.u".. I‘;:jemm“ "' r x|
addresses, | DHCP Server 10.0. i N
B 2 DNs Server [ d.Fips.arpa Active Direct...
Reverse Lookup Zone Name ElS ?5 [Elefips.aps ActveDirect..  Networking |

A reverse lookup zone translates IP addresses into DIf B8 wheaons-t
" IPv4 Reverse Lookup Zone Comnect using:
{% IPV6 Reverse Lookup Zone 2] e | & AMD PCNET Famiy Ethemet Adapter (FCI)

To name the reverse lookup zone, enter an IPvS addr m

zone name(s). Depending on the prefix you enter, ug 100000000

g :Q;::,rg: This connection uses the following tems:
| Concitional Farwarc —_— :
IPv6 Address Prefix: & Features - Client for Microsoft Networles
4 ] D 221 (105 Packet Scheduler
I fc00::/7 gﬁle and Printer Sharing for Microsaft Networks
) . ; w Intemet Protocol Version 6 (TCP/IPvE)
For more information on creating a reverse lo Reverse Lookup Zones <& Intemet Protacel Version 4 {TCP/IPv4)
dfiod wia Link-Layer Topology Discovery Mapper /0 Driver
T.Ipb.arpa i Link-Layer Topology Discovery Responder
po— I c.fips.arpa
Install... Uninstall Properties
r Description
To learn about why more than one zone may be created for a single address prefix, did Allows your computer to access resources on a Microsoft
. network.
< Back Next = Cancel Help
wWw
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IPv6 Addresses in URLs

— The Windows Server 2008 TCP/IP Stack supports literal
IPv6 Addresses in URLs according to RFC 2732 (Format for
Literal IPv6 Addresses in URL's)

— So it is possible to reach a web server with Address
~FEDC:BA98:7654:3210:FEDC:BA98:7654:3210" with the

URL

http://[FEDC:BA98:7654:3210:FEDC:BA98:7654:3210] :80/index.html

— This is not intended for "End-Users”

— But helpful for Administrators and Troubleshooting
— Also supported in Windows Vista

www.menandmice.com



7

IPv6 Addresses in ,ipv6-literal.net"

- Many ,legacy” Applications cannot handle pure IPv6
Adresses, but they can work with DNS Names

IPv6 Addresses can be entered in Applications running on
Vista and Windows Server 2008 as DNS names

To create such a IPv6 Address as DNS Name, all colons ,,:" in
the IPv6 Address must be replaced by dashes ,,-"

... and the 2" Level Domain ,ipv6-literal.net" must be
appended

The Windows Vista/2008 Server TCP/IP Stack will not send
these DNS Names ending in “ipv6-literal.net” to the DNS
resolver, instead it will connect directly to the derived IPv6
Address

— Example: IPv6 Address

FEDC:BA98:7654:3210:FEDC:BA98:7654:3210

will be converted into
FEDC-BA98-7654-3210-FEDC-BA98-7654-3210.ipve-literal .net.

www.menandmice.com



More news about the DNS Resolver

— The Windows 2008 DNS resolver now supports IDN Names
according to RFC 3490 (Internationalized Domain Names)

— IDN Domains can now also be used directly under Windows
Example: http://www.dko.de

— The DNS Resolver will now also register it's own IPv6
Address in DNS via dynamic DNS updates

www.menandmice.com
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DNS Server improvements

— AD-integrated zones will now be loaded in the background

— A restart of the Windows 2000/2003 DNS Server in huge
environments can take minutes up to one hour

— The DNS Server is not available during this time

— The Windows 2008 DNS Server load AD-Zones in the
background

www.menandmice.com
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DNS Server improvements

— AD-Zone loading in background

- When the Windows 2008 DNS Server starts
— 1. it will create a list of Zones to load
- 2. will load the ,,root-hints"
- 3. will load all file based zones
- 4. will start to answer to queries

- 5. all remaining AD-integrated zones will be loaded in the
background

— If the DNS Server receives an query for a zone that has not
been loaded, the zone will be loaded immediately and the
query will be answered

— The DNS Server will restart almost instantaneously

www.menandmice.com
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DNS Server improvements

— DNAME Support

— The DNS Server in Windows 2008 now supports the DNAME
RR (but only from the commandline)

- Replicating Forward Zones x
- When Active Directory is =™
depIOYEd, Conditional IP addresses of the master servers:

IP Address | Server FQDN I Validated I Delete

Forwarding Configurations | <ckrecwsda..

@ 192.0,2.12 <Unable to resolve > A timeout occurred duri...
(aka Forward Zones) can
be replicated to all
DNS Servers using AD

re p I i Ca ti O n v store this conditional forwarder in Active Directory, and replicate it as follows:
IAJI DNS servers in this forest j

il

All DNS servers in this forest
All DS servers in this domain
M All domain controllers in this domain (for Windows 2000 compatibility)
I

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

OK I Cancel
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DNSSEC Support

— Unfortunately, there seems to be no additional support for
DNSSEC in Windows 2008 Server

— Same status as in Windows 2003

www.menandmice.com
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Read-Only Domain Controller

— Windows 2008 supports a special form of DC, the ,Read-
Only” Domain Controller

The RODC contains a copy of the AD data, but this data
cannot be changed

The RODC can be deployed in areas where the physical
security of the server cannot be guaranteed

A RODC can be used for AD-integrated DNS Server in DMZ or
similar areas

The RODC can be used for a DNS Server if AD replication of
DNS Data is needed

www.menandmice.com
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Generic, non DNS specific improvements

— Windows 2008 Server Core Installation

- A "“low-fat” server installation without the bloat (no Desktop,
IE, Media Player, .NET Framework etc.)

— Ideal for DNS or DHCP Server deployments
— Admin needs to master the commandline and it's tools!

— Almost all configuration can now be done from the
commandline, many can be done from the GUI

— Build-in virtual machine technology (Hyper-V)

— Can run non-Windows OS (like Linux)
- Needs 64Bit CPU
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Prediction of adoption

— Windows 2008 server brings some substantial value for
most customers

- Will see quick(er) adoption in the field (compared to Vista)
— Probably most migrations will be in 2009
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Link Local Multicast Name Resolution (LLMNR)

— LLMNR offers DNS-like name resolution without a DNS
Server ...

- ... but only in the local network segment (therefore ,Link-
Local™)

- ... works independent from the DNS Client
- own Cache

— Works on Port 5355 (not 53 like DNS)
— Application area

- Small networks without DNS Server (meeting room, small
office etc)

- Home-User

— Ad-Hoc Wireless Networks
— Defined in RFC 4795 (informal, January 2007)

—_Similar functions, but not compatible with mDNS (multicast

MNMANIC\ AfT A ARAIA IDAARIAT 7l DAARAA= v AT~ ) www.menandmice.com
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Link Local Multicast Name Resolution (LLMNR)

— LLMNR, how does it work

- Request will be send to the multicast addresses ,,FF02::1:3"
(IPV6) or ,,224.0.0.252" (IPv4)

— Devices in the same network segment owning the requested
hostname send an answer per Unicast

— The TCP/IP stack checks on startup if the own hostname is
unique in the local network, using LLMNR

— If the hostname is not unique, the TCP/IP stack will not send
LLMNR answers but will check every 15 minutes for
uniqueness of its own hostname

— Namequeries for ,hostname.local” will be automaticllay
resolved using a LLMNR fro ,hosthame®. The DNS TLD
,.local” can therefore not be fully used (needs further
investigation).

www.menandmice.com
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Link Local Multicast Name Resolution (LLMNR)

‘ Bill! l l
\ \
| Bill?
Multi-Cast ,
Uni-Cast Y e\
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PNRP - Peer Name Resolution Protocol

— The Peer Name Resolution Protocol is another technique to
resolve names without central DNS Server

PNRP can resolve also “Services” besides “hosts”

PNRP works exclusively over IPv6, it cannot be used in IPv4
networks

PNRP name resolution is using a 256bit PNRP-ID, created from an
optional security key and the name of the endpoint or service

The destination host or service is located using iterative name
resolution among peer system. The difference in the PNRP-ID is used
to contact neighbouring peer nodes about the name or service
searched. A small difference in the PNRP-ID is seen as P2P-related
proximity inside the PNRP-cloud (but not geographical or network-

proximity).

www.menandmice.com
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PNRP - Peer Name Resolution Protocol

PNRP-ID
100 PNRP-ID
20 200
800
800
PNRP-ID 950
100
550
750

Bill?
=800 PNRP-ID
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800

) 900
100
200
550
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PNRP - Peer Name Resolution Protocol

PNRP-ID
100 PNRP-ID
20 200
800
800
PNRP-ID 950
100
550
750

PNRP-ID
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PNRP - Peer Name Resolution Protocol

— Technical information

— The PNRP Service is using Port 3540 (UDP and TCP) for
communication

— PNRP Names can be resolved by existing applications by
using the reserved DNS Zone ,pnrp.net". The Domain
Lpnrp.net" is reserved in Windows Vista/2008 Server for
PNRP Nameresolution

— Example: ping <servicenamne>.pnrp.net.

— The PNRP v2-Protocol is not compatible with PNRP-Protocol
(Version 1) used in Windows XP

www.menandmice.com



PNRP - Peer Name Resolution Protocol

— Rating of the PNRP Function:

The success of PNRP will be bound to popular applications

PNRP is desirable for Network-Administrators, because it
cannot be controlled centrally

commercial P2P applications like Skype already have working
solutions for the P2P Service location problem, it remains to
be seen if they make use of PNRP

PNRP must prove that it is scalable and secure

www.menandmice.com
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Links

— New Networkfeatures in Windows Server 2008 and
Windows Vista

- http://www.microsoft.com/germany/technet/itsolutions/network/evaluate/new network.mspx

— Windows 2008 DNS Server as Server Core Install and
Hardening

— http://technet.microsoft.com/en-us/library/cc264469.aspx

- LLMNR

— The Cable Guy - November 2006 - Link-Local Multicast Name
Resolution

— http://www.microsoft.com/technet/community/columns/cableguy/cgll06.mspx

— Link-local Multicast Name Resolution (LLMNR)

— http://www.fags.org/rfcs/rfc4795.html

— Wikipedia Zeroconf

— http://en.wikipedia.org/wiki/Zeroconf www.menandmice.com
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http://www.microsoft.com/technet/community/columns/cableguy/cg1106.mspx
http://www.faqs.org/rfcs/rfc4795.html
http://en.wikipedia.org/wiki/Zeroconf
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Links

- PNRP

- Windows Peer-to-Peer Networking

— http://technet.microsoft.com/en-us/network/bb545868.aspx

— Microsoft P2P Blogs

— http://blogs.msdn.com/p2p/

— Peer Name Resolution Protocol

— http://technet.microsoft.com/en-us/library/bb726971.aspx

- Understanding PNRP Clouds

— http://blogs.msdn.com/p2p/archive/2007/06/12/understanding-pnrp-clouds.aspx

- |IPv6

— IPv6 Literal Addresses - Format for Literal IPv6 Addresses in
URL's
— http://www.fags.org/rfcs/rfc2732.html
— The Cable Guy - October 2005 - Changes to IPv6 in Windows
Vista and Windows Server 2008

— http://www.microsoft.com/technet/community/columns/cableguy/cgl005.mspx

www.menandmice.com
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